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2024 Initial and Annual
Securlty Refresher Briefing

(As Of 6 Dec 2020)
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e pro,,,_.,rr OIEOVENMENaNG Rlines-assets;
PEOPIERANTProperty, bot classified and contralled
Urlelzlss fled iSithe responsibility of .each and every
ember; regardiess-of how it was obtained-or what
onm! HNttakes. Our vigilance is imperative in the
p 0) ectlon of: this information. Anyone with access to
‘ese resources has an obligation to protect it.

———e The very nature of our jobs dictates we lead the way in
=== sound security practices. This security briefing

provides a good foundation.
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your personal 'security responsibilities

- ,J_ )Y de a basic understanding of NISPOM, DoD,
gle 9I|nes Security Standard Practice Procedures
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= Pro-\/lde a brief understanding of Counterintelligence

-—

(CI), Insider Threat, and Cyber Security

- Explaln the importance of protecting government
and company assets
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_Why SeCL;II‘Ity.‘).
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NISPO!‘/ DEDASUPPOLted Gomimands;sands BliNe’SSEcUrityAm
Pro Jr:u“ are established ito ‘counter threats

T nre,]n Lo} C|aSS|erd and controlled ‘unclassified assets can include:

= Ins ér (government employees, contractor employees, and
el horlzed Visitors)

f-CrlmlnaI and Terrorist Activities
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— ,r = Foreign Intelligence Services
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~ e -~_— — Foreign Governments
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S BECOT |ng famlllar with local security regulations
,)-Jrr- lng to your-assigned duties

| |ng your: security manager of changes in your
T tus which could affect your security clearance,
deflned later in this briefing
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FS0)5= ("rmr-qunn.[qmnm.!i\iiﬂﬂ. 892-8918' email
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) After rlOLlf» — (813) 892-8918
> mO w Tov1de you with specific guidance on security matters.
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oY) ;~\fc ur Qllné Securlty Ofﬁcer IS your primary point of contact for

_- -'....

i
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It IS |mportant that you understand how your clearance and

— _sec_:urlty procedures apply in connection to your duties.

-



mailto:david.heintz@9linellc.com

1y Do\We E!gssﬁy Informa

ormfj ,r dibe.expet ; D IGaUSE. *.,‘m..u- O Natione
ac Jr]r\/ li' o0 to Unauthorized disclosure
= information, if released, could cause damage

7o) n— onal Security
|nformat|on if released could cause serous

3

= information, if released, could cause

- o S(CI (Sensitive Compartmented Information) is not a
- ‘ classification level, but an access control system

- o Informatlon requires protection
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) Dariains i() &1 PIOLECUION O ified ‘and ‘sensitive

Jnrorrruuw include but not limited to:
— M arxlrL |

= -.lmg

'_S:‘x‘ﬁs_“niitting

~  — Destroying

-

-~ — Couriering




N c——

HOWNDOH T dentify Classified Dogul C7 —

Alliclassifiedinfermation s
and equipment such as
copiers/printers must be
appropriately markedto
alert potential recipients

to the information’s
classification.

TOP SECRET
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King ClassifiedfInformation

PUrPOSEORMarking = ~—-

——

— Ajeﬁ holder:tothe rse‘né’e of iclassified jnformation

= El]mlnair.e AOUDHOTAITSTEQUITED e

Vel IOl iDIoLECEIC

,'- *

Vlziekdnlels -- 0 hard
mmrrn-)um -

opbv (documents) and soft copv (electroni

—y

Al rla;la -- |nfrm ion m ontain:

W‘.

ortlon markings (paragraphs, subject lines, etc.)

_\-'
——
- - — e e

= —’»’Page markings (top and bottom)
_: : ‘-= — — Overall'markings (title page, first page)

~— Classification authority (derived from) and

— Declassification instructions

10




- afeguagglng-CIasgﬁe.d} —

il @fie-PreseriDeds (s s

.a_éi ied linformation.
ilInformation Must Be:

“the control of or guarded by an authorized person or
@red In‘a locked security container, vault, or secure -room

rDlscussed on secure telephones or sent via secure
—'communlcatlons

,’, — Discussed in'an area authorized for classified discussion
-— Processed on approved equipment

— Destroyed by approved methods
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BlesSilied material imust:beiunder;constant surveillance-and: control
wrier) rernov#,l i' DI & ISECU ity 2containet

Use efiControliMeasur;

Use cov.an to alert-the holder to the presence of classified
gaterials o

t'

Ce Jrn,)lav' :702 Security Container Check Sheet, when container is
J,)err dy Iocked and checked.

-*h se pen CIosed Open-Locked signs on security containers.

"‘1""

gi'"—“ Complete SE 701, Activity Security Checklist, at the end of every

— - ;—.—

~ Work day.

- o Find out what else is required in your office to protect classified
information from your Security Manager.

NOTE: 9line does not store classified at our facility but these procedures

must be used at government or other sites where applicable. 9Line

employees working at USSOCOM must follow the SOP for security at that

site and must be trained on all procedures IAW with this SOP. 12




T
’ bhone Securi

ified only o

NEe - - - . —

- ou T T

S r-» ecure voice mode.

v When using a commercial phone, remember:

» Do NOT discuss classified. Do NOT attempt to “talk
around” the classified information

» Terminate a call if the caller attempts to discuss
classified

» Be alert to classified discussions around you

> Be aware that your non-secure phone call can be
monitored!

»> Never discuss classified on a cell phone




END-OF-DAY CHECKS

IN-BOXES CHECKED

DESK TOPS CLEAN

CPU DRIVES REMOVED

SECURITY CONTAINERS LOCKED

Q& & &

CHECK & INITIAL SF-701

NOTE: 9line does not store classified at our facility but these procedures
must be used at government or other sites where applicable. A clean desk
policy will be used at our facility.

LLLLLLLLL
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Machinery, Documents,

Emails, Models, Faxes,
Photographs, Reproductions,
Storage Media, Working Papers,
Meeting Notes, Sketches, Maps, Products,
Materials, etc.




The ability and
opportunity

to obtain knowledge of
classified information.

This can involve seeing,
hearing, or touching
classified information,

\material, or equipment.

ACCESS

T

Access'to Classified Information

.| Administrative action, usually involving a

-

CLEARANCE

form of background investigation and
adjudication determination.

+

S il

Classified Information Nondisclosure
Agreement: All persons authorized access
to classified information are required to sign
a legal contractual agreement between you

and the U.S. Government.

+

NEED TO KNOW

Determination made by an authorized
holder of classified information that a
prospective recipient requires access to
perform a lawful and authorized
government function.
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Your Investigationsand @l
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Al Jo) JOVEM] mentend lcontiactord
J,J("AJI’OJnr l[“ tigation,

fnv-unga ons are conducted to determine suitability for a-position
OIRUUISHANC ’/ or granting of a security clearance.

(

Your Uite |I|ty IS continually assessed.
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= ,;--;’ = = posmon sensitivity and / or duties will
= détermlne your level of clearance.
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Your Clearance Responsibility

arance is an iﬂdivigual responsibili iS i urbest
-make sure your cle stays current.

-— e

! ces The date is determmed by the date your last
No_sed

g’ation has expired (6 years from the date the

. .’;.e was completed for TS and S) and you have not

pitted a reinvestigation packet, your access to classified material

a}owngraded to the next lower level until you complete a re-

stlgatlon packet.

The Continuous Evaluation (CE) Program was established to assist

with the back log of reinvestigations. This program allows for more

time in between reinvestigations. For example, if you were granted

Secret clearance in 2015, enrolled in CE in 2020, you would not

require a reinvestigation until 2026 (6 years from date enrolled in CE)
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sonnell SEcurlty Infermqggﬂ}‘ —
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SlERENEioniot lecaoi e N} """"‘ = s
y ("nmuul |shonest immoral or notorlously disgraceful conduct and
n—*ghg-—*; or disfuptive patterns

rLj_)]l'!_]- O misuse of:intoxicants (i.e. DUI's, DWI’s, binge drinking,
Yl ed alcoholic, etc.)

e P e-. abuse (I'e. use, possession and or selling of any illegal drug)
= e‘turrlng financial trouble (i.e. failure to pay debts in a timely

-.-,"',..

__,,.,,,_ - rﬁanner history of writing bad checks, bankruptcy, living above your
~_means, etc.)

= Mishandling of classified or sensitive material

o Misuse of government issued equipment, like phones or laptops (e.g.
plugging a USB or anything into the laptop)

: \"

19




Personnel Securlt)_/ Informatl d—

‘:\)lll‘-)”—’”:’ elpple . = 1] U D).

-
2 Bpndvmr BabILIES-01) 85500 -dl'DE‘S‘ /NICA EERE 0 SROW A-DEISOM IS
floe rr*Iur 2lorrtrustwortny.
Acis of ¢ ckless irresponsible, or;wanton behavior indicating: poor
J,Jdgmem nd or instability

dljlf' Ga 10n ‘of iinformation provided on security forms or
nfr atlon provided during the course of the investigative process

Jf-:‘ SHse of government computers (i.e. typing classified on

SUnclassified 'system, pornography, etc.)

‘
- —
o

et W i

~ Make sure you report any of these incidents to your security
- officer as soon as they occur. Further reporting requirements
follow:

20
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SOUIILETS
BINGIRSEERSHONGENtify and counter unlawful
iIEUNIBHEnpisio obtain illegal| o

IYEIEHOTIZEW I GCESSHO WU S IGASSHiIEC
IEIIELONIENG Iothersensitive data:- and

EEnology.
SVAGLOTSANNO Inay pose & risk include:

L g

=P OVETIYIGUTIOUS Visitors, €O~
Workers/insiders, friends or
heighborsyand

=Sjoreign nationals, governments, or
ntelligence services;
= othercompanies or competitors
== (industrial ‘espionage);

= — anyone Who seeks or attempts to

=== access classified information without

~~  the appropriate clearance and “Need-

- = . to-Know”

& Commonly targeted items include critical

- military technology, proprietary company data,
and national defense information which could
also have an economic impact. See the
Targeting U.S. Technologies report on the
Detense Counterintelligence and Security
,(Aﬁt%ncy (DSS) (\j/vebsite for more information

p }

- < S
alligence agg Understandir)gtme? |

PENEWALOrSoficieared U.Srindustry and. stops»

F

Protect yourself from CI Threats

P
-

—Be vigilant and'use caution when
traveling abroad, attending trade
shows, or when meeting with foreign
nationals.

—Receiving proper authorization on the
release of sensitive or classified
information.

® Report any attempt to access
sensitive information from
unauthorized person(s).

e [f something seems suspicious,
report it right away.

21


http://www.dcsa.mil/)
http://www.dcsa.mil/)

isider: Tnreat
SeInsider: Anyone who has authorized access-to company resources by virtue -of
em,Jonm-Jnr or ¢ onir.ir.iul elation: .,h-p Wity the-eempany.2

1“5].5;'-1;_1* A person with authorized access, who uses-that access wittingly
or Jm»"i" gly, to, harm, company. interests or national security: through

Jn_JJ_nf zed disclosure, data modification, espionage, terrarism, or kinetic actions
esUlting n |oss or: degradation of resources or capabilities.

=
"- . -
— _.o,d.:.

- unter-Intelllgence (CI) insider threat: A person, known or suspected, who
..,;:’ ,:u_ses ‘their authorized access to facilities, personnel, systems, equipment,

——— f,:' “information, or. infrastructure to damage and disrupt operations, compromise
’5—‘:- ~—  information, or commit espionage on behalf of a Foreign Intelligence Entity (FIE).

—— i i
— et e
p—

—
—_—

- — Foreign Intelligence Entities (FIE): Any known or suspected foreign
- organization, person, or group (public, private, or governmental) that conducts
intelligence activities to acquire U.S. information; blocks or impairs U.S. intelligence
collection; influences U.S. policy; or disrupts U.S. systems and programs. This
term includes a foreign intelligence and security service and international terrorists.

22
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REEPNIndnatnot everyone W|II- O . more of these Ors; hOWEeVer,

ravious Insie er Threat cases have been found to mclude one-or more of these
srEviors: ’ B
SETITTOUTITEGUITEUAWOT K ) oty hot

Unreportsd fyggieis fravel
Erg_, rlieg del lum, ;actrvrty or.asking colleagues to participate in illegal activity
B Ot e : .w-—*- physrcal areas or information systems outside the scope of duties
JneA,)l«' Ed'e L ences fromwork
5 “usm 91 '- gerice when handling classified information
FE=lUnrenorte: -Adverse Information
j;«;.:ﬂja _gy‘ihgunexplalned affluence or sudden reversal in financial situation
’i“"“SUSpICIOUS forergn contacts
'S‘upport to terrorist groups

Report It

— -—

_J—

Itis important for all employees to understand and recognize suspicious behavior or
activity. If you suspect a possible insider threat, indicated by the suspicious behaviors,
collection techniques, and transmission procedures listed above, it is your responsibility
to report it to your. FSO. Please note, that reporting is anonymous. Know one will know

Qu.reported.
= | :




yber Securi |
-
sm@e_m the virtual dodr for the-bad.guys,

RETIAEKESIONE negligent .
itical| assets. Improve-cyhersecurity;and. =

peIETLE!2allowing aceess to our netwonk and
raduce risi 0y Jrld-*t_;t.mduv IER NGO B

g -
-.\ e A

oees
1) Any agiviiy n.volvmg a 9Line Asset that is not:

ws’)m,iﬁch Ly related to 9Line business objectives: or interests
X3 ‘\L]e p yivallie to Olline

=

+=U n ‘_? ng the Company’s mission

H

(

== ’2);‘- r.sonal use of 9Line assets is discouraged, including personal use of the
-.‘.-‘-’ "’, .Jﬁternet’Do not access personal bank accounts, social media sites, video

—

‘-’
S streaming sites, etc.

e W

-~ 3)" Never install software for personal use on a 9Line asset (includes cellphones,
~ laptops, tablets, etc.). If you need a certain program, submit a request IT request
= : and they will'install it.

4)" Ensure that you understand and comply with 9Line’s Cybersecurity policies.

24




RE S ' Emml -
REPONLING SUSPICIOUS S 2
e ~ - — .
SEID FEDOI e a picious-email, do the Fo||0Mgr§qi'-‘UN.CLASSIFIED email-on 9Line,equipment ;only:
SONIOEepEN any attachments-or click o, any links-inside -the -email | =

- _A,unng me -_J.m.ul n-.-,.;.._r Ol g .:ud' -uml wle_Le 06T ctiohl (foh OSTRECENL 2C M
Outlge), )

f‘jjg;k OGNS |pp|ng TooI and.take "Snip” of the picture

Save m-a age and send it.to myself or Tracy and title the email “Suspicious email”

SRS MLJ[ githe Snip of .the email, go to the top right corner of your Outlook and click on

-

ICIREROT t. USpICIOUS Email Button (highlighted in red)

> -..“

- —s-'
= e

_ -—'_;»- == After you e clicked on the Report Susp|C|ous Email Button, a message may pop up stating

9,3:-_ ~ this comes from a trusted source, click “yes”, if you suspect it is. The email will be sent
== dlrectly to the cyber team and will be removed from your inbox.

:',..,' o —— ; If you're sitting on a government site, ask the local security team how to report
- suspicious emails.

__.——

’
- -
—

If you'll be working at a customer site, ask your project manager or onsite
security how to report a suspicious email.

25




-
guirements

IReporting Re
2 You Must Report:

- ——

- -——— -

‘Name
Marital Status
Citizenship

o -

= -—".. —_
~

~* Ifa member of your immediate family (or

-
-
-

il

~ - _your spouse’s iImmediate family) is a citizen
~ —  orresident of a foreign country




® Suspicious contacts with / by foreign
nationals

-~~~ e Foreign travel

- - e (Official and Personal

27
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-
- *Yetwepor

SAADGLEN LA FEMTIPIOYITIENUOT SEIVICE,
WHEhERCompensated or :i
Vellnteer; with,a
IeIEIgnigoyernment;
joreigninational,

P < - .

JOIEIgniorganization,

B orrother entity, ora

== representative

= of any foreign

o S —

~_ _ ~interest




T
You Must Report

el mun g YO rself Oofa
eir-continued eligibility for access o

claigsifigd informaiicn :
AGVErseNnformation includes, butis not limited to recent arrests,
slleanieal of dr,L reIated problems, and / or-financial difficulties,
aie s

A




~ You !ﬂust Reporit

v Logg, GOT] e|Z)..F.OI.‘I’1iSe

(0r2toeze €4/10ss 01 compromise)
eifclassified information, including
vidence! ‘of tampering with a
Secunity.container used for storage
= _ 0 acl_assn“led information

=== %" Any security violation related to use
= f-«of government equipment to include

—

- —

~ phones or government issued
laptops.




You Must'Report ... -

SPotential’Espionage Icators Exhibit
— Ur explalned affluenc .
SRREEDING IUNUSUSIIWOTK:S JOUIE;
SeDIvideds oyalty or allegiance to the U.S:

= ‘gé_r‘d;ing security procedures

= U’ﬂj;faf foreign contact and travel

- Pa A e‘i‘*n ofilying

-fttempts to enlist others in illegal or questionable activity

~Verbal'or physical threats

_— — Inquiry. about operations / projects where no legitimate need to
~ ~ know exists

e - — Unauthorized removal of classified information

— Fraud / Waste / Abuse of government credit cards and / or
travel or training advances

e

v
"‘-
~

—
——
-
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You Must Report;_)- -

e~ -

SN G5E 0 stolen badge 'such lias Command, or-Common Access
Caircl (C}-\' TNMUSHDEN EPOTLEU AMIMEdIately to
EOIImand Security Managers

DDAy’ 0

7 9line
: CONTRACTOR

:

John
Doe

32




‘ou Must Repgw

SHAI} J\Y - . RO\ "'l > Sﬂﬂﬁ@kﬁ—-‘
PIION | 0 travelmg, and you must-do
@Verseas travel training and review

J. Fsecurity risks on the State
Epartment web sites!

-

-

J.. “ .

e - —
i i

E -B |

P

C—

m—— —

p—

—
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Triz Il sieugings [eam is-responsible-for verifying and submitting
yourgseclrity clearance to your,work or TDY location: security
rnarug‘-*r_)fu &

- - L

ne empIoYee supporting Government contracts, you must
e ntyourself-as a contractor employee when workmg o§
SVISING EMlIltary, Federal, or other Contractor Facilities (i.e. not as

2 _-1 -«-:-,;':z‘ re ‘Officer-or Reserwst)

—
.
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| -
B r“oordm- S Wlth 9line’S -Jrumy €aim,regar

elated briefings: = SR ==

-yt

— gl & \.l'lllU:ll TEITESTIEIFNS
rrudarf, Bs reat Program

Go J.Jner's ’hand -carrying classified
- N\ ‘
= =Y E,ﬁuthorlzatlon Requests

¢.'-~.

— — S%curlw debriefings
.:'."’ -
:,’”-

— fs_«_-:’. Out—processmg requirements

(f

-

-~ — Overseas Travel (personal or official)

e Be aware of other important training / awareness issues that
follow:

35
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rror.ism;oree Pro |

=

* — -
-
-

- e e g——
S - W

PRIVETENSIVEMeasures used to e vulnerability of
JrlJl‘/IdLL]b nd property to terrorist acts, including limited
IESPONSEd d ‘containment by local military and civilian forces.

2 Aetlep }3;' en to prevent or mitigate hostile actions-against DoD

—4"' e

persennel (including family members), resources, facilities, and
Critica 'I‘m*formatlon

~, M
. ————
=~ ..D

ng is-required - to be completed - annually.

36
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.

nformation Assurance. (1A

- X‘.

—

SNET f'eranceo Yair Jities SSHYOU Wil Ibe-Fequired: Eo.have-
7e) 5 "‘- d'government:computer systems.

rnromur n assurance protects and defends-information and
Jnrorrn.ut 1 systems by ensuring their availability, integrity,
,ur 14 ¢ ty, confidentiality.

o (e U hould participate in annual IA training inclusive of threat
~ide tlﬁcatlon physical security, acceptable use policies, malicious
= C"htent and logic, and non-standard threats such as social

= —-=-~eng|neer|ng

- & (Comply with password directives and protect passwords from
disclosure.

-
_,—-‘ _—
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e

Operations Security. “OPSEC”
_ - ‘H:.
deiachievement of; surprise isessential to militany effectiveness
beLtacticalliand stratelc Operations. lihis-requires-continuous

("Jr]r'f-)cv“'l... [ TR . . .....

g —

Ce J)s ationsiSeaurity (OPSEQC) lis the protection of unclassified
Jnrc matlon that:would reveal operational intentions.

SROPSEC is the principle means
' Of dchieving that

THINK OPSEC

57-" —
-f"'~“c" ~ concealment.

—— - B rvE LiNE
- L UMNIT{S)

B rumor

LOGISTICSE

ANY SMALL
BIT OF
INFO
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—-e

“Pub icd%e‘lwnfer

-—e

S

2 Puolie r-—‘lr-',}j' of government
IIONNELONY ust be reviewed
zlrje) J;,)rcf d by the Public P
AfiairsiOfiice, Freedom of @
Information Act (FOIA) Office, -

-~ and ¢ |ne Securlty Office. \{ € J

f“’-"‘ = N e
~—_ *9line President is the only officer 4 m . NEWS
- dllowed to approve and release |

information.

-
—
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m effort : dillgence IN; promptly reportlng

SEEUNILY IS a teart

SonGems andiadnering to ‘t -c.'nf secunity po ,-. ryp] - —
r)fO..‘:‘.dJl"-‘?';'All’ Urethelintegrity ot fnatic ecurity.” As a
tezing), w—f" ;an protect-our; war-fighters, colleagues, and families
fro) ,)o tlal harm:

\ » - 3=
‘>H|mu—lﬁk‘ :Hi Hl(!,\\l—;'

e
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"dﬁ'rity

v I mg Aware -

}\n" y et = - onsio U

> Know your Secu rity Officer
¢§Kn0W you surroundings

: 3¢ mg Gareful
= ’> Follow the rules

i

— - > Pay attention to the details

e

-~

_-—¢-"
= ,_

's'f‘

_-

- > Be responsible

——

'l/.

= '_’_ % Being Safe

» Stop, look, and listen to your surroundings
» Ask questions
»> Report what needs reporting




Your Security Team
With
Any Questions

— -
- e
e ——
i - :
- |
‘» —




Ot—lirl@& “ J“;’

nter a security violation or ethics issue, you
Ilgatlon to either:

the incident to your 9line Security Officer
,:_1e Defense Hotline.

=— fense Hotline provides an unconstrained
—’fjavgn_ue for DoD and Contractor personnel to report
without fear of reprisal. Defense Hotline, Pentagon,

Washington DC,




Acknowledgement
| certify that | have read and understand 9line’s 2024

Annual Initial/Refresher Training Briefing.

Printed Name Sighature

Date
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